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CLIENT REQUESTS A DATA STREAM 
FROM A SERVER 



SERVER SAMPLES THE DATA STREAM 
AND GENERATES ONE OR MORE 
FINGERPRINT BLOCKS FOR ONE OR 
MORE SAMPLED PORTIONS OF THE 
DATA STREAM AT THE SERVER 



SERVER SENDS THE DATA STREAM TO 
THE CLIENT 



CLIENT OBTAINS ONE OR MORE 
FINGERPRINT BLOCKS GENERATED AT 
THE SERVER 



CLIENT RECEIVES THE DATA STREAM 



CLIENT SAMPLES THE DATA STREAM 

AND GENERATES ONE OR MORE 
FINGERPRINT BLOCKS FOR ONE OR 
MORE SAMPLED PORTIONS OF THE 
DATA STRE AM AT THE CLIENT 
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CLIENT COMPARES ONE OR MORE 
FINGERPRINT BLOCKS GENERATED AT 

THE CLIENT TO ONE OR MORE 
FINGERPRINT BLOCKS GENERATED AT 
THE SERVER 




COMMUNICATE A VALID STATUS 
MESSAGE TO THE SERVER AND 
CONTINUE 
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GENERATE AN ERROR MESSAGE 
AT THE CLIENT 



COMMUNICATE AN ERROR 
MESSAGE TO THE SERVER 
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DO A THRESHOLD 
PERCENTAGE OF THE COMPARED 
FINGERPRINT BLOCKS 
MATCH? 

YES 



COMMUNICATE A VALID STATUS 
MESSAGE TO THE SERVER AND 
CONTINUE 



GENERATE AN ERROR MESSAGE 
AT THE CLIENT 



COMMUNICATE AN ERROR 
MESSAGE TO THE SERVER 
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